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Abstract

Using data analytics to investigate new healthcare choices has become popular. 

But don’t overlook that regulations must be followed while collecting data from EU 

citizens in accordance with the GDPR data protection law. Data trustee platforms 

for neutrally hosting data have appeared in this setting to regulate data usage 

behaviours with a controlled computing environment and prevent potential misuse 

of data. These platforms assure its donors that the information they provide will be 

used only in accordance with the terms of their agreement with the platform. From 

the data donators’ point of view, they lost track of their data after the act of 

contribution. How their data is processed, and who has used their data? Only if 

the platform respond well to these questions and become more transparent, it can 

accumulate trust from donators. Publicizing records of processing activities is also 

one major responsibility of these platforms (Art. 2 Para. 1 GDPR) [65]. In this 

thesis, we will closely look into a data trustee that hosts sleep data as an example. 

First, we present a theory framework for improving its transparency, then take the 

theory into detailed concept design and implementation, and finally evaluate the 

effectiveness of the work.

Keywords: transparency, data trustee, sleep research, blockchain, immutability, 

secure logging.
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1 INTRODUCTION

This chapter will introduce the background of the topic of the thesis, the motives 

for researching the topic, the key research questions to be addressed, and the 

overall structure of the entire thesis.

1.1 Background

Sleep is essential for maintaining physiological health and cognitive performance 

during the day. Lack of high-quality sleep may negatively affect work-life balance, 

general health, and safety. Additionally, sleep difficulties are frequently linked to 

several serious health issues like diabetes mellitus, cardiovascular disease, 

dementia, mental illness, and chronic pain. Therefore, effective treatments must 

be developed to adequately care for patients who come with sleep-related 

morbidity [1].

In order to make achievements in the field of sleep research, researchers need to 

run their analysis on the relatively large amounts of sleep data to find the answers 

to the mechanisms and functions of sleep. Sleep disorders often have a complex 

etiology, making it difficult to establish a cause-and-effect relationships when 

observing only a few patients [2]. Big data analysis is expected to have a 

significant influence on the field of sleep studies and may help researchers to 

obtain more robust and stronger scientific evidence [3].

Currently, sleep data are sparsely stored in various sleep study labs or clinics. 

These data constitute the sources of an incredible richness of knowledge about 

patients. But how to gather this data and redistribute them according to legal 

regulations? Data trustees are currently considered by academia and industry as 

a promising solution to these problems, as they can establish the necessary 

pathway for trustworthy data exchange among multi-stakeholders, enabling data 
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sharing and processing. These data trustees improve the accessibility and quality 

of multidisciplinary big-data sources from diverse sectors in a trustworthy, fair, and 

responsible way [4]. In the field of sleep studies, data trustee platforms make big 

data analysis possible for clinical research and healthcare process improvement.

In Europe, data trustee platforms have to comply with General Data Protection 

Regulation (GDPR) [5]. The collected data can only be processed for use within 

the scope of registered purposes if the data subject has previously given consent. 

Moreover, data donors should be able to exercise all of their rights under the 

GDPR – accessing data, changing approvals, exporting data, having data erased, 

etc. – via the platform and see at any time for which services they have issued 

what kind of approvals.

Under this legal setting, data trustee need to figure out a way to enhance 

transparency of data processing within the platform. The increased transparency 

not only meet legal requirements but also earn more trust from data donators, 

hence the platform will be able to reach larger datasets and benefit more science 

researchers.

1.2 Motivation

As what we have introduced in the previous section, in order to promote the 

sustainable development of platforms, it is important for data trustee platforms to 

proactively disclose information about how donators’ data is being processed. The 

benefits are manifold. On the one hand, third-party legal enforcement agencies

can step in to intervene in a relatively early stage and examine the platform's 

compliance, rather than after privacy issues have already occurred [6]. On the 

other hand, it also allows donors to know that their data is being kept in a secure 

place and is not being used for anything other than its designated purpose [7]. In 

the meantime, of alleviating existing donors' concerns about data privacy, it can 

also have the effect of calling for more donors to join in [8].
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Current data platforms do not pay sufficient attention to information disclosure. 

Donor’s data may be used in many research projects, but donors do not know 

enough details [9]. This might potentially violate the GDPR requirement that 

donors "should have the right to be informed". In some cases of non-compliance, 

audit logs are often a key line of inquiry. Audit logs provide a chronological record 

of key events that occurred in the system and therefore provide some traceability 

to data privacy incidents. Most of the time, this log information is usually just 

recorded and stored in the database. Huge efforts are needed to make use of log 

data [10]. They are not perceptible to end users and do not fully serve their 

purpose. To some extent, the platform's data processing is almost opaque to the 

outside world. Donors can only blindly trust that the platform will not violate the 

rules, and third-party legal agencies can only step in after a breach has occurred.

We have already addressed the need for platform transparency at the regulatory 

level. There is also another scenario, reproduction of research results in the field 

of sleep research. A comprehensive review of research results by the research 

community requires replication of data results, which is often difficult for two 

reasons: firstly, other peers do not always have access to the same data sources; 

secondly, there is no way to know the detailed steps of data processing [69].

1.3 Research questions

The goal of this thesis is to develop the conceptual model and prototype of a log 

auditing system, which makes the processing of data within the data trustee 

platform more transparent. In order to achieve the transparency requirement, it is 

first necessary to collect critical log data and store them in a tamper-evident form. 

Then, to analyze different stakeholders’ claims for platform transparency and 

determine types of information to disclose to promote the long-term sustainability 

of the platform. Finally, to analyze and visualize the log data, and present 

information that is easy to interpret for different roles.
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To achieve the goal of this thesis, the following research questions should be 

answered in the course of the work:

RQ1. How to ensure that audit logs accurately reflect the data processing activities 

that occur in the platform?

RQ2. What exactly are the stakeholders’ requirements for transparency, and what 

kind of information should be extracted from events happened within the platform?

RQ3. In which way the disclosure of the information is most effective, so that 

stakeholders can easily access and consume the log information?

1.4 Outline

After introducing the necessity of this topic and research directions to approach to 

solving the problems in Chapter 1, we will review the research methodology used 

in the thesis project in Chapter 2. Before going further, we will cover some basic 

concepts and offer concise explanations to technology terms related to this thesis 

in Chapter 3. 

Chapter 4 will present the state of the art and develop a taxonomy in the area of 

secure logging. In Chapter 5, we revisit the research questions and do core 

concept design to solve these questions based on a data trustee for sleep 

research as an example. In Chapter 6, there will be major steps of implementation

with technology and programming language of the previous concept design. 

Chapter 7 will show the evaluation methods and results of the implemented work, 

and discuss these results we got. 

Finally, in Chapter 8, we draw the conclusion of our research findings and also 

point several potential future directions to explore further.
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2 METHODOLOGY

We used a Design Science Research Methodology (DSRM) in this thesis. 

According to Peffers et al. [12] DSRM includes the following six steps: 

1. Problem identification and motivation: Defining problem, conveying

importance,

2. Definition of the objectives for a solution: Considering what would a better 

artifact accomplish,

3. Design and development: Implementing the artefact,

4. Demonstration: Finding the suitable context and using the artifact to solve 

problem,

5. Evaluation: Observing how effective the artifact is, iterating back to design,

6. Communication: The publication of the work.

Fig.  2.1: The six steps of DSRM according to Peffers et al. [12].

In order to understand current achievements and best practices of the academia 

in addressing the transparency problems in data trustee platforms, we first got an 

understanding about the state of the art through extensive literature searching and 

reading. Then we developed a taxonomy according to Nickerson et al. [76]. Our 

taxonomy illustrates groups of technical terms related to our topic. The taxonomy 

sets a formal framework for analysing and categorizing current solutions and 

establishing benchmark of these solutions.
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After literature review, we followed the user story method introduced by 

Sommerville [77] to formulate requirements of different stakeholders within the 

data trustee platform. We first understood how people are interacting with the data 

trustee platform for sleep research by observation and ethnography. Next, we

used persona technique [70] to capture the features of different stakeholders. We 

developed use cases and scenarios to further refine their requirements. Then, the 

requirements are classified into functional requirement and non-functional 

requirements. At last, we used a MoSCoW technique [68] to prioritize the 

requirements.

We chose the foremost urgent requirements from stakeholders and design 

solutions in the form of interactive UI prototypes, which will later be used to create

tasks and evaluate the effectiveness of our solutions [78]. Together with the UI 

prototypes is the implementation of a fully functional mock-up system. Different 

from the UI prototype, the mock-up system is backed by real code. The underlying 

technology architecture might not be sensible to average users without technology 

background, but it is the backbone that support the achievement of transparency, 

and it will be evaluated with more technical persons.

In the evaluation process, we used primarily the questionnaire and live interview 

sessions to measure the usability and degree of satisfaction of requirements. In 

the questionnaire a set of tasks and a System Usability Scale (SUS) [13].
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3 BASICS

In this chapter, we will give short definitions and introductions to terminologies, 

technologies mentioned in the thesis.

3.1 Legal related terms

In the following paragraphs, we will introduce data protection laws in European 

Union countries, and also some important concepts from the laws.

3.1.1 GDPR

GDPR [65] stands for General Data Protection Regulations. It is a European 

Union (EU) law governs how we can use, process, and store personal data.

3.1.2 Personal data

In the definition of GDPR, personal data are any information which are related to 

an identified or identifiable natural person (Art. 4 GDPR) [65].

3.1.3 Right to be informed

GDPR gives individuals a right to be informed about the collection and use of their 

personal data (Art. 13 & Art. 14 GDPR) [65].

3.1.4 BDSG

Bundesdatenschutzgesetz [66] (BDSG in short), is Germany’s Federal Data 

Protection Act supplements and specifies the GDPR in those areas that are left to 

the national regulations of the EU member states.
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3.1.5 DGA

European Data Governance Act provides a framework to enhance trust in 

voluntary data sharing for the benefit of businesses and citizens [67].

3.1.6 Consent

Processing personal data is prohibited, unless law expressly permits it, or data 

user has acquired consent from the data subject. Consent must be given

voluntarily, specific, informed and unambiguous. The basic requirements for a

valid legal consent are defined in Article 7 and specified further in recital 32 of the 

GDPR [65].

3.2 Blockchain related terms

In the following paragraphs, we will introduce different types of Blockchain and 

discuss their differences. We will also introduce some key components and 

property of Blockchain. 

3.2.1 Blockchain

A blockchain is a distributed ledger shared among a decentralized peer-to-peer

network of computer nodes. It allows multiple parties to maintain the shared 

record of transactions in a secure and transparent manner. It is often referred to 

as a "chain of blocks" because it consists of a series of blocks, each containing a 

list of transactions or data. Blockchain technology has gained significant attention 

due to its potential applications beyond cryptocurrencies like Bitcoin [64]. It can be 

used in various industries, including finance, supply chain management, 

healthcare, voting systems, and more [79]. By providing a secure and transparent 

platform for recording and verifying transactions or information, blockchain has the 

potential to revolutionize how we exchange value and trust in the digital world.
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3.2.2 Public Blockchain

Public Blockchain is open to anyone who wants to participate in the network. 

Anyone can create an address, send transactions, and be part of the process of 

adding new blocks to the chain. 

One of the key features of a public blockchain is its transparency. All transactions 

recorded on the blockchain are visible to all participants, allowing for public 

scrutiny and verification. This transparency ensures accountability and trust 

among the participants, as any changes or additions to the blockchain can be 

easily detected and verified by anyone. [94]

3.2.3 Private Blockchain

Opposed to public Blockchain, in a private blockchain, only selected and verified 

participants may join activities of the Blockchain. And the operator of Blockchain

has the rights to override, edit, or delete entries on the blockchain [94].

3.2.4 Consortium Blockchain

A consortium blockchain is a type of private blockchain network. Consortium 

blockchains are typically used by organizations that want to maintain a certain 

level of privacy and control over their data while still benefiting from the 

transparency and security provided by blockchain technology. [95]

3.2.5 Ethereum

Ethereum is a public Blockchain, anyone is free to join and participate in the core 

activities of the blockchain network [80]. Ethereum offers a turing-complete 

programming language: Solidity, and a integrated executing environment. This 

expands the capabilities of blockchain technology by providing a platform for 

developers to build and deploy smart contracts.
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3.2.6 Smart contract

Smart contracts are self-executing contracts with the terms of the agreement 

directly written into code. They automatically execute actions when predefined 

conditions are met, without the need for intermediaries. [96]

3.2.7 Immutability

Immutability is a property of data. When we say the data is immutable, it cannot 

be modified or deleted in any way. [88]

3.2.8 Consensus algorithm

Consensus algorithm synchronize state machines on different servers, it ensures

consistency among them. It helps to achieve trust and security across a 

decentralized computer network. [97]

3.3 Architecture related terms

3.3.1 Client-server

Client-server is an architecture model. In the client-server setting, the data 

processing is handled by the server, and the results are returned to the clients. 

While the client initiates requests for a service or resource from the server [93].

3.4 Sleep research related terms

3.4.1 Polysomnography

Polysomnography is a diagnostic test used to evaluate and diagnose sleep 

disorders. It involves monitoring and recording various physiological parameters 

during sleep, such as brain activity (EEG), eye movements (EOG), muscle activity 
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(EMG), heart rate, breathing patterns, and oxygen levels. This comprehensive 

assessment provides valuable information about sleep stages, sleep architecture, 

and the presence of abnormalities like sleep apnea, narcolepsy, insomnia, or 

restless leg syndrome. Polysomnography is typically conducted in a sleep 

laboratory or clinic, and the data collected helps healthcare professionals make 

accurate diagnoses and develop appropriate treatment plans for individuals 

experiencing sleep-related issues. [81]

Fig.  3.1: Screenshot of a PSG of a person in REM sleep [82].

3.4.2 Hypnogram

A hypnogram is a simplified form of polysomnography. The graph of hypnogram 

shows multiple stages of sleep: rapid eye movement (REM), non-REM, deep 

sleep, etc. Each stage is represented by a specific pattern or waveform. The 

hypnogram helps to analyze sleep architecture and identify any disruptions or 

abnormalities in sleep patterns. It is commonly used in sleep studies and research 

to understand sleep quality and diagnose sleep disorders. [82]
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Fig.  3.2: Example hypnogram of a normal, healthy adult [82].
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4 STATE OF THE ART

In this chapter, we will introduce how we first used a “problem space” thinking 

framework [14] to discuss the problem we were trying to solve. Then with the very 

first simple definitions of the problem space and solution space, we curated a 

short list of most relevant papers and got keywords inspiration from them. The 

problem space and solution space was then expanded after first round reading. 

We formulated the search string from it. The search string was used to connect to 

the most relevant literature available. These search results we got will go through 

two  rounds of filtering and finally be grouped into several categories. We will 

discuss the different categories of approaches these papers are taking to solve 

the transparency problem and decide a most relevant path as our own approach.

4.1 Defining problem space and solution space

Before we march into the academic publishing websites, first think about the logic 

behind the transparency problem. 

Inside a software system, there are multiple actions provided by the system. 

These actions could be performed by users. When each action is performed, 

there is contextual information generated. To make the system accountable, the 

context information has to be recorded. We often refer to the collected contextual 

information as logs. [84] (Fig. 4.1)

Fig.  4.1: The logic behind birth of logs.
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The problem of lacking traspanrecy within data trustee platform is caused by lack 

of information on “data processing events occuring within the platfom” [85]. The 

data trustee platform is composed of the software and system users. The software 

can be programmed by the platform creator to automatically perform actions, or 

triggered by users to do so. Each action will result in an event. An event in its 

essence is contextual information about somebody did something in the past. The 

logs are the finalized form of events. They carry the information about a series of 

events. They can work together to reconstruct the scene and tell a story to those 

who wants to know what happened within the software platform. To enhance

transparency of the platform, we need to publish log information to curious parties.

We can shape our basic understanding of the transparency topic into the “problem 

space” model. The concept of “problem space” was first introduced in 1979 [14]. 

The problem space theory uses the approach of defining the problem to find the 

solution. There is not much details about the final solution in the problem space, 

but instead it focus on steps and goals involved in working through the problem, it 

outlines what is needed to attain a solution.

The more modern discussion and application of the problem space concept [15], 

Problem space is where all the customer needs that you’d like
your product to deliver live … Whether it’s a customer pain point, 

a desire, a job to be done, or a user story, it lives in problem 
space. Solution space includes any product or representation of 

a product that is used by or intended for use by a customer.

The fist version of problem space model (Fig. 4.2) is quite simple. What we want 

to do here is to improve current state of platform — no trace of data processing 

actions. And we use logs to address this problem. So we can draw the direct 

relationship between “logging” and “no trace of actions” (Fig. 4.2).
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Fig.  4.2: The initial version of “problem space” model (extended from Fig. 4.1).

We used Google Scholar to search keywords “logging” and “transparency”, and 

read the most cited papers to get a simple understanding of logging syste. We 

found that logging is a widely adopted method in the software industry to 

accomplish following tasks: anomaly detection [17] [18], error debugging [19], 

performance diagnosis [20], workload measurement [21], system behaviour 

understanding [22], etc. In this thesis, we focus on logging as a major way to look 

into system behaviours. Logs may record the platform’s runtime actions and states 

that can directly reflect the platform’s runtime behaviours.

Log tampering, which means log information is deleted or modified, is a wide 

spread issue. In 72% of conducted cyber attack investigations, tampering 

evidence was uncovered [23]. There is some popular malware (e.g., BlackEnergy 

[24]) could automatically delete logs [25], [26] and hide attackers’ tracks. Once 

attackers get root access on a server, they can modify or delete system logs, thus 

obstructing after-event forensic analysis.

Having logging system in place is not enough, we need to make sure logs are 

secured, so that log information is not falsified by attackers. Furthermore, we need

publicize log information the stakeholders and make log information verifiable to 

gain trust from the stakeholders. In Fig. 4.3, we extend the problem space and 

solution space model.
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Fig.  4.3: The extended “problem space” model with verifiability and security of logs

A reliable logging system that could be trusted by the public will be the backbone 

of our solution. And in the literature research process, we first build the search 

string based on “logging system” and other properties related to the “logging 

system”.

4.2 Literature research

In this section, we will first develop search keywords based on CIA triad model. 

Then we present how we used keywords to develop a search string. The search 

string was used to connect all relevant literatures. At last, we present the result of 

filtering and grouping the literatures.

4.2.1 Developing keywords 

As a starting point, we borrow the CIA triad model from [28] the area of 

information security to explore additional properties of a “reliable, trustable logging 

system”. See Fig. 4.4 for the visual expression of the mode. The CIA triad was first 

introduced to measure security level of classified military or government 

information. Here are the definitions of CIA from Samonas et al.:

1. Confidentiality: the system should prevent unauthorized information release. 

Non-related parties should not have access to secured information,
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2. Integrity: the system should prevent unauthorized information modification. 

Either deleting or making changes to information is regarded as violation,

3. Availability: the system should prevent unauthorized denial of use. Intruders 

may obstruct the information flow, so that other system users cannot have 

timely, reliable accesses to the information. [28]

Fig.  4.4: CIA triad [28]

Among these three elements, integrity is the most intricate one. It packs following 

properties together:

1. Authenticity: the log information from the system is correct and genuine, it 

truly reflects to real history events.

2. Non-repudiation: it guarantees authenticity, but not vice versa. It means 

related parties are not able to contradict the facts supported by the log 

information.

3. Immutability: log information resides in the system are resistant to any change 

or deletion.

4. Tamper-proof: log information is not susceptible to change, if it happens there 

will be evident traces. Tamper-proof information could be deleted. Immutability 

assures tamper-proof, but not vice versa.

In the socio-technical aspect of security, we also need to examine the dynamics 

between different parties that are connected to the system [86]:
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1. Accountability: parties within the system actively take the responsibility for 

acting honestly and ethically. Otherwise, that party will be held accounTable

2. Provenance tracking: log information about an event could help use to trace 

back to when it happened, so that we can understand the original context of 

the event.

3. Auditability: the ability of an auditor to get accurate results when they exam the 

system’s log information.

After the event of violation, the logging system should be able to support cyber 

investigation:

1. Forensic analysis: forensic analysis is based on audit trails. Analysist relies 

on audit trails to detect known attack patterns, deviations from normal behavior, 

or security policy violations [29].

The following methods are often used to achieve information security:

4. Distributed system: distributing data for performance, availability and 

durability has been widely adopted in the file system and database 

communities [30]. With distributed system, we can avoid “single point of failure”, 

thus achieve higher availability of information.

5. Cryptography: it is a technique used to achieve confidentiality of messages.

Only authorized receiver can access the information [31]. Depends on different 

types or combinations of cryptography algorithm, different effects could be 

achieved.

6. Blockchain: a decentralized ledger, it uses cryptography and distributed 

consensus algorithms to implement user security and ledger consistency. 

Information stored in Blockchain is immutable and audiTable
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4.2.2 Search string

We can group the keywords into two categories: the topic keywords and the 

descriptor keywords (See Fig. 4.5). Keywords in the topic group are essential and 

non-replaceable in a title, at least one topic keyword should be included in the 

target paper otherwise the paper is very likely irrelevant. Keywords in the 

descriptor group are properties or methods should be binded to the topic. At least 

one descriptor should be included in the title.

Fig.  4.5: Topic keywords and descriptors

Thus we can glue the keywords together with widely adopted boolean operators 

and formulate the search string as:

(log OR auditability OR provenance OR transparency OR accountability OR 
non-repudiation) AND (secure OR immutability OR tamper-proof OR 
distribute OR forensic analysis OR blockchain OR cryptography)

To make the search string more general and adaptive, we truncated the keywords 

a little bit:

(log OR audit OR provenanc OR transparen OR accountab OR repudia) AND 
(secur OR immutab OR tamper OR distribut OR forensic OR blockchain OR 
cryptograph)
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In this way, both “immutable logging system” and “immutability of logging system” 

could be hit and matched by the search string.

4.2.3 Sources

We selected following academic publication databases as our primary literature 

sources: Wiley Online Library, IEEE Xplore, ACM DL, ResearchGate, 

ScienceDirect, Scopus, Springer Link.

4.2.4 Filtering and grouping the literature

We did the first round filtering based on the title, keywords and abstract. We got 

114 items in total after deduplication.

In the second round, we skimmed through the full text and only picked the ones 

with high quality and relevance to our topic. The following standards are applied:

1. Accessible: PDF files are accessible.

2. Cite counts: papers with only 0~5 cites are considered as lack of authority..

3. Page length: short papers with only 3~5 pages don’t have much depth.

4. Relevance: papers do not put focus on log security are considered as 

irrelevant.

5. Domain specific: papers discuss logging security topics about IoT, network, or 

electronic patient record only are being too specific.

6. Complete solution: we favour papers that describe a complete solution rather 

than only sketch part of the problem.
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Fig.  4.6: The step by step literature searching, filtering and grouping processes.

After the final round of filtering, we grouped them into following categories:

1. Systematic review: papers in this group covers a range of solutions from 

different papers, they offers summarizations and comparisons of different 

solutions.

2. Cryptography-based: papers in this group focus on utilizing cryptographic 

method to achieve log information security.

3. Hardware-based: papers in this group use certain type of secure hardware to 

make sure security, and they often also integrate cryptographic methods.

4. Blockchain-based: papers in this group primarily focus on applying 

Blockchain and smart contract to make log information immuTable
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5. Third party service-based: rather than coming up a security solution in the

house, they seek help from a third party.

The step-by-step literature searching, filtering and grouping prcesses is expressed 

visually in Fig. 4.6.

4.3 Overview of relevant literature

In this section, we will organize solutions into different categories, and examine 

the advantages and disadvantages of each category.

4.3.1 Cryptography-based solution

This category of solutions used pure cryptographic algorithms to compose log 

items together in hope to make them tamper-proof.

Schneier & Kelsey [32] [33] demonstrated how Message Authentication Codes 

(MACs) combined with hashing algorithm can be used to generate a robust chain 

of log items. Ballare & Yee [34] discussed how MAC secret keys could evolve 

along the process (each new different key is derived from the previous key) and 

assures that:

1. Confidentiality of each log item.

2. The previously generated logs connot be modified.

3. Deletion of log items can be detected.

In such setting, the base MAC key and key evolvement algorithm are needed to 

verify log items, which makes it impossible to be publicly verified. Holt [36] 

proposed an alternative solution that uses a combination of public key 

cryptography and hash chain to achieve public verifiability. These approaches are 

further enhanced by Ma & Tsudik [35], who demonstrated how individual log item 
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signatures can be merged together into an aggregate signature. The previous 

verification process is to verify log items one by one, now it becomes chunk by 

chunk. This can solve truncation attack. 

4.3.2 Secure hardware-based solution

This category of solutions resort to secure hardware to store log items or 

encryptions keys. They often also integrate cryptographic methods from previous 

category.

Wang & Zheng introduced a solution based on Write-Once Read-Many (WORM) 

storage device [41]. Hsu & Ong pointed out WORM is not enough; a holistic 

approach to store, manage and deliver is required [59]. 

Chong et al. [42] used resource constrained Java iButton as a tamper-proof 

hardware token, but due to some key sharing schemes, it does not bring better 

protection than cryptography-based solutions. Wouters et al. [61] and Pulls et al. 

[60] offer custom hardware design for secure logging. These kind of solutions are 

not universally applicable, because they completely avoid commercial off-the-shelf 

(COTS) hardware.

Later implementations like SGX-Log [44], EmLog [45], and BBox [46] used Intel 

Software Guard Extensions (SGX), Trusted Platform Module (TPM), or Trusted 

Execution Environment (TEE) to generate and store symmetric encryption keys. 

These keys are constantly evolving to guarantee forward security, this brings 

unbearable workload for resource constrained security hardware.

4.3.3 Blockchain-based solution

This category of solutions are based on Blockchain. They use Blockchain store log 

information or integrity proof of logs to make sure they are immuTable This kind of 

solutions are also the mainstream in recent industry practice.
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Blockchain has its built-in nature of immutability. It is widely adopted as a secure 

storage option for medical records in recent years [62] [63]. The ultimate purpose 

of logging system we are discussing here is to protect data donators’ data privacy. 

So it makes sense that technology used to protect donators’ data could also be a 

sound option to protect log data.

BlockAudit 2.0 [51] used a proof of authority (PoA) Blockchain and database to 

achieve log integrity and availability. AuditTrust [52] used Hyperledger Besu 

Blockchain, IPFS to store metadata of log items and used database to store 

original log information. EngraveChain [54] used cloud storage and distributed 

storage system StorJ to store large log files, only hash of the files are written into 

the Blockchain. 

Fig.  4.7: On-chain and off-chain collaboration.

Other implementations (e.g., BlockTrail [55], Medusa [56], BCALS [57]) also used 

a combination of on-chain and off-chain storage. The specific type of Blockchain 

they chose may vary, but the ideas of storing integrity proof to the Blockchain and 

original log files to off-chain storage options are the same (e.g., IPFS, database, 

cloud storage service, StorJ). On-chain storage and off-chain storage collaborates 

with each other while storing log information and also retrieving log information 

(Fig. 4.7). 

4.3.4 Third party based solution

This category means the solution relies on a third party service for storing or 

notarizing log information. The service provider may also use other solutions (e.g.,

cryptography-based or Blockchain-based solutions) mentioned above.
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Snodgrass et al. [48] used a notarization service that accepts a document needs 

to be notarized and returns a notary ID. The notary ID will then be stored in the 

database and later retrieved to verify the authenticity of logs.

4.4 Taxonomy development

We present the structure of taxonomy in six primary columns:

1. Paper: The detail properties of each paper is organized in a row. There are 

publication date, author names and reference number in this column. The 

publication date also help us to identify gradual evolution of technology.

2. Scheme: some papers made a name for their solution, if a scheme name is 

available it will be displayed in this column.

3. Technology: we can generally group different technologies into previously 

mentioned four categories. Some paper might have used a combination, for 

example iButton [42] used both specially designed secure hardware and also 

cryptography. In this case we mark it as “hardware” group.

4. Security measures: these are common approaches being used to protect log 

information security. Specific steps and details may vary, but as long as a

similar method was mentioned to achieve same purpose, it will get a check 

mark.

a) Forward security: after a key being compromised, the integrity of log entries 

generated by previous keys remain intact.

b) Data encryption: logs are stored in cipher text, one cannot read the 

information without corresponding decryption keys.

c) Secure retrieval: remote, authorised third parties shall be able to securely 

retrieve logs.
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d) Public verifiable: the third parties shall be able to verify the integrity of logs 

without private keys.

5. Defensible attacks:

a) Truncation attack: the attacker may delete the trailing log items (records of 

malicious actions of attacker) before it is sent to storage system [42]. This 

is a special type of deletion attack.

b) Delayed detection attack: caused by time-consuming verification process 

(could be the verification algorithm or communication delay with verifier)

the logging system is not able to detect log corruption promptly [38].

c) Reorder attack: the attacker may not able to create valid log signatures to 

generate new logs, but he may change the order of entries in a log 

sequence [87].

d) Insertion attack: the attacker may forge new items or duplicate items (by 

replaying) and insert it into or append it to the logs [87].

e) Modification attack: the attacker may change information of certain log 

items [87].

f) Deletion attack: the attacker deletes some or all log items [42].

6. Security levels: tamper-proofness is against modification, so it can prevent 

reoder attack, insertion attack and modification attack. And it makes 

modifications evident and discoverable, so it can also prevent delayed 

detection attack. However, the immutability property includes tamper proofness 

and adds deletion prevention as an extra layer of robustness.

a) Tamper-proof: it means logs are against modification. Some papers [89], 

[90] declaring their solutions as tamper-proof normally put emphasis on 

tamper detection (i.e., being tamper-evident). In addition, tamper-

proofness does not prevent deletion attack.
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b) Immutable: log data itself are immutable (i.e., can not be deleted or 

modified in any form) [88]. Immutability of integrity proof does not qualify 

as immutability here. If the data is immutable, then it is already tamper-

proof.
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Paper Scheme Technolog

y

Security measures Defensible attacks Security level

forwa

rd 

securi

ty

data 

encry

ption

Secure 

retrieval

Public 

verifiable

Truncation 

attack

Delayed 

detection

Reorder 

attack

Insertion 

attack

Modification 

attack

Deletion 

attack

Tamper-

proof

Immutable

(Schneier & 

Kelsey, 1999) [32] 

[33]

/ cryptograp

hy
✘ ✔ ✘ ✘ ✘ ✘ ✘ ✔ ✘ ✘ ✘ ✘

(Bellare & Yee, 

1997) [34]

/ cryptograp

hy
✔ ✔ ✘ ✘ ✘ ✘ ✘ ✔ ✔ ✘ ✘ ✘

(Ma & Tsudik, 

2009) [35]

FssAgg cryptograp

hy
✔ ✘ ✘ ✔ ✘ ✘ ✔ ✔ ✔ ✘ ✘ ✘

(Holt, 2006) [36] LogCrypt cryptograp

hy
✔ ✔ ✘ ✔ ✘ ✔ ✘ ✔ ✔ ✘ ✘ ✘

(Yavuz et al., 2012) 

[37]

LogFAS cryptograp

hy
✔ ✘ ✘ ✔ ✔ ✘ ✔ ✔ ✔ ✘ ✘ ✘

(Yavuz et al., 2012)

[38]

Fi-BAF cryptograp

hy
✔ ✔ ✘ ✔ ✔ ✔ ✘ ✔ ✔ ✔ ✔ ✘

(Kampanakis & 

Yavuz, 2015) [39]

BAFi cryptograp

hy
✔ ✔ ✘ ✔ ✔ ✔ ✘ ✔ ✔ ✔ ✔ ✘

(Hartung et al., 

2017) [40]

/ cryptograp

hy
✔ ✔ ✘ ✔ ✔ ✔ ✘ ✔ ✔ ✔ ✔ ✘

(Wang & Zheng, / hardware ✔ ✔ ✘ ✘ ✘ ✘ ✔ ✔ ✔ ✘ ✔ ✘
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2003) [41]

(Chong et al., 

2003) [42]

/ hardware ✘ ✔ ✘ ✘ ✘ ✘ ✘ ✘ ✔ ✘ ✔ ✘

(Sinha et al., 2014) 

[43]

/ hardware ✔ ✔ ✘ ✘ ✘ ✘ ✘ ✔ ✔ ✘ ✔ ✘

(Karande et al., 

2017) [44]

SGX-Log hardware ✔ ✔ ✔ ✘ ✔ ✔ ✘ ✔ ✔ ✘ ✔ ✘

(Shepherd et al., 

2017) [45]

EmLog hardware ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✘

(Accorsi, 2011) [46] BBox hardware ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✘

(Ahmad et al., 

2022) [50]

HardLog hardware ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✘

(Snodgrass et al., 

2004) [48]

/ 3rd party ✔ ✔ ✔ ✘ ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✘

(Cucurull & 

Puiggalí, 2016) [49]

/ blockchain ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

(Pawar et al., 

2021) [51]

BlockAudit 2.0 blockchain ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

(Sanchez et al., 

2022) [52]

AuditTrust blockchain ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

(López Pimentel et 

al., 2021) [53]

RootLogChain blockchain ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔
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(Shekhtman & 

Waisbard, 2019) 

[54]

EngraveChain blockchain ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

(Ahmad et al., 

2019) [55]

BlockTrail blockchain ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

(Wang et al., 2018) 

[56]

Medusa blockchain ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

(Ali et al., 2022) 

[57]

BCALS blockchain ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

Table  4.1: Taxonomy table
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4.5 Comparison

In this section, we will compare different generations of technology and discuss 

the reasoning process behind our choice.

4.5.1 Three generations of technology

If we look at the publication date of each paper (see Table 4.2), we can find the 

pattern that cryptography-based solutions were mostly discussed during 1997 and

2012, hardware-based solutions discussed during 2011 and 2017, and 

Blockchain-based solutions discussed since 2016 till to date:

Table  4.2: Publication date of different solutions

In the table, only entries displayed in the taxonomy table (Table 4.1) are counted. 

If we include all search results, the pattern of different generations will be more 

evident.
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4.5.2 Rationales for decision

Firstly, It is hard to pick an unbiased third party notarization service that could be 

trusted by the public, also the technology used by the third party is not transparent. 

So in our case we would avoid to use it. 

Secondly, the cryptography-based solutions are widely adopted from 1998 ~ 2010, 

a lot of best practices could be found in the academic materials. But some recent 

researchers have successfully attack logging technology scheme (e.g., LogFAS 

[37], FssAgg [35]) once considered to be safe [58]. Because the security of 

cryptographic-based solutions come from the robustness of algorithms, once 

attackers found a smart way or have access to sufficiently abundant computing 

resources, the algorithm will be corrupted. 

Hardware-based solutions add an extra layer to cryptographic-based solutions, but 

they either design a specific hardware or rely on secure hardware products. The 

managing of hardware causes inconveniences in the current trend of remote 

working. And also the hardware could be corrupted by physical attack.

We can compare different properties of these typical solutions (also see Table

4.3):

 Security level: Cryptography-based solutions are constantly facing new attack 

mechanisms, they could be corrupted when attacker find a way attack the 

cryptographic algorithms. Blockchain-based solutions promise immutability, 

they can achieve highest level of security. Hardware-based solutions used 

secure hardware platform to enhance cryptography-based solutions, so they 

are more secure than pure cryptography-based solutions. Technology used by 

third party service is not transparent, so it is regarded as low security level.

 Ease of use: third party service is ready to use, so it is the most convenient 

one. Blockchain offers immutability automatically, implementing extra functions 

with smart contract is also convenient. Developing cryptography-based 
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solutions require heavy cryptography background knowledgy, so they are 

harder than Blockchain-based solution. Hardware-based solutions require 

managing, maintaining, sometimes designing specialized hardware, so this 

type of solution are considered the most difficult to use.

 Costs: cryptography-based solutions are the most cost-effective, once a 

robust technology scheme is designed it can be used forever with nearly no 

extra cost. Costs are incurred for each storage when using third party services 

or Blockchain-based solutions. Depending on the pricing standards, third party 

services could be more expensive than Blockchain. Hardware-based solutions 

generate costs for every hardware deployed, so they are also more expensive 

than cryptography-based solutions.

 Performance: hardware-based solutions spend shorter time to process log 

information thanks to the integrated secure hardware, so they are more 

performant than pure cryptography-based solutions. Paid third party service 

offers ready to use APIs, it should also be quite performant. The bottle neck of 

Blockchain limits processing speed of Blockchain-based solutions, so they are 

less performant.

Table  4.3: Comparison of different solutions.

In this thesis we will first design our solution based on the assumption that cost 

and performance are not issues. Later in the “8.2 Future improvements” chapter 

we will re-visit these issues and provide potential solutions.
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4.5.3 Why Blockchain is secure?

Quite similar to what the cryptography-based solutions were doing, Blockchain 

also connects a sequence of data blocks together using a hash algorithm. 

However, there is a huge decentralized miner network maintaining the data blocks 

[64]. Nodes (peer miners) in the network communicate with each other using 

consensus algorithm. Only when an attacker controls more than half of the nodes, 

it is possible to tamper the newly appended data blocks [91]. This is barely 

impossible in the real world. Bitcoin used proof of work (PoW) as the base of 

consensus algorithm [64], while some other Blockchains use proof of authority 

(PoA) or proof of stake (PoS) [80].

4.5.4 Which type of Blockchain to use?

The two big genre of Blockchains are: private Blockchain and public Blockchain

(for more details, see 3.2 Blockchain related terms). In this thesis we will use 

public Blockchain out of our request for public verifiability. Any user can easily 

query block information from the Blockchain, without the need for being authorized 

by the Blockchain first.

4.5.5 Which public Blockchain to choose?

We favour secure public Blockchain over others. The security of Blockchain 

comes from its nature of decentralization. To certain degree, the more participants 

join in the Blockchain network’s activities, the more secure it is. Total Value 

Locked (TVL) is one of the main metrics investors and analysts used to represents 

the dollar value of digital assets staked in the Blockchain. The higher the TVL, the 

more trustworthy the platform or DApp is perceived to be. Ethereum ranks number 

one among all  Blockchains and reaches more the 50% of entire TVL [92]. 

Ethereum Blockchain is one of the safest public Blockchain. It provides a 

complete ecosystem for developing decentralized applications (DApp).
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4.5.6 What are the drawbacks of Ethereum Blockchain?

The major deficiency of Ethereum Blockchain is the cost of transactions. When 

doing the concept design and implementation, we assume that Ethereum 

Blockchain is cheap enough. We will propose potential solution to solve this issue 

in “8.2 Expensive transaction cost”.
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5 CONCEPT DESIGN

In this chapter, we first review the legal basis of data trustee platform, then 

discuss the underlying mechanism of an representative data trustee platform for 

sleep research, and do requirement engineering for different stakeholders 

connected to the platform.

5.1 Legal basis

The legal enforement pressure is one of the main reasons that the data trustee 

platform need to enhance their transparency of data processing. So it is essential 

to understand how the laws regulate the platform. First let’s take a look how the 

primary mechanism — dynamic consent takes shape (Fig. 5.1).

Fig.  5.1: How “dynamic consent” takes shape.

One of the aims of the General Data Protection Regulation (GDPR) is to empower 

individuals and give them control over their personal data (Art. 1 Para. 1 GDPR) 

[65]. GDPR Information self-determination is a special expression of the general 

right of personality (Art. 2 Para. 1 GDPR) [65]. Whenever an organization uses 

one’s personal data, it should get informed consent from this person frist. 

“Informed” means data subjects are fully informed when making their decisions to 

give away personal data.
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There are three types of informed consent (Fig. 5.2):

1. Narrow consent: tends to protect one's data, and decides to share only in 

cases involving your own medical treatment.

2. General consent: tends to contribute their data in the aim of accelerating 

medical research of certain field.

3. Dynamic consent: dynamically respond to whether contribute or not in real 

time with the help of information system.

Fig.  5.2: Different types of consent.

Because of always changing nature of dynamic consent, the data trustee platform 

comes to gather and manage consent. This is one primary reason and 

responsibility of these kind of platforms. The data trustee platform acts as an 

intermediatary between data donators and data users. On the one hand, it allows 

data donators to flexibly express their preference of donation; on the other hand, it 

allows data users to conveniently get access to prcessed, large amount of data.

Fig.  5.3: Pyramid of legal ground.
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Our transparency topic is based on the data trustee platform. The mechanism of 

data trustee platform can trace back to the consent type that well supports data 

sovereignty. Good support for data sovereignty realizes the requirements from the 

laws. (Fig. 5.3)

5.2 How data trustee for sleep data works

In the case of data trustee for sleep data, the sleep data was previously scattered 

among different clinics or sleep labs. Sleep researchers either only have access to 

a relatively small amount of data, or need to spend a lot of time and effort to 

gather various datasets from different clinics. The data trustee platform connects 

to all clinics that agreed to corporate, and get the data consent from the donators. 

When a researcher needs to use data to do experiment, the platform will gather 

data from available clinics and send the required data set a black box (normally a 

docker container) (Fig. 5.4).

Fig.  5.4: Pipeline of data gathering

The interactions between data users (e.g., the researchers) and the platform are 

limited. To use the data from donators, the researcher need to sign the usage 
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policy first. The usage policy requires researcher to agree on the scope of use, 

any other usage behaviours obey the usage policy are not possible. When using 

the data, researchers send the data analysis algorithm or machine learning model-

training algorithm to the platform. The platform will run the algorithm in the black 

box and return the analysis or training result to researchers. (Fig. 5.5)

Fig.  5.5: Restricted interactions with platform

In such way, researchers do not have direct access to the data; they are only 

using data in an indirect way. Another security measure the platform takes is to 

cache the data from multiple locations only during a limited period. There is no 

single central database built by the platform to host all data. Donators’ data 

remains at where they were.
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Fig.  5.6: Data matching

One big part of data trustee for sleep data’s job is match data for researchers. The 

platform receives data requirements from sleep researchers, then gathers 

available data from donators and make sure do not break the preferences of those 

donators. (Fig. 5.6)

5.3 Overview of all stakeholders

Now that we have introduced the legal basis and operating mechanisms of data 

trustee for sleep data, we can go further to look at all the connected stakeholders 

to the platform and the requirements from their perspective (Fig. 5.7).

We already know that the platform sits in between data donator and researchers; 

it works like a bridge connecting those two parties. What we did not cover is 

doctors from the labs (or sleep clinics), they help data donator to publish their data 

to the platform. Only after data being published, the platform is able to scan and 

match the datasets. 

In addition, there is a group of managers from the platform itself. They developed 

and deployed the platform, and are responsible for the daily operating of the 

platform. One of the biggest responsibility for them is to honour the data protection 

laws. They need to observe activities happening within the platform and discover 

any potential misbehaviours. We can also address them as the platform auditor.

There are also auditing pressure from the outside: the legal enforcement agencies 

with a government background, and the research community. These two parties 

do not directly involved with the data consuming events, but they oversees the 

platform and data users on the platform to make sure donators’ data is in good 

hands. We will refer to these two types of stakeholders collectively as third parties.
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Fig.  5.7: Full view of all stakeholders

One big part of requirements of each stakeholder could be inferred from how the 

platform works. There are only a limited set of event and information exchange 

happen with the ecosystem. Requirements of stakeholders should not go beyond 

the context they exist. Another part of requirements comes from literature 

research.

5.4 Personas

In this section, we will build a simplified persona for each stakeholder. The 

persona technique [70] can summarize their representative characteristics and 

embody the image of them.

 Researcher: I value data privacy. It will be great if the platform can store 

proofs of our usage records, so that we have something to depend on when 

facing disputes.
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 Platform auditor: I can already query all the log data in the database, but it is 

not that convenient. Moreover, we need to make sure the log data should 

never be modified in any circumstances. 

 Donator: I hope the researchers are doing meaningful science study with my 

data. The platform should keep my data safe, and also explain how it’s 

processed to me.

 Doctor: I encourage my patients to upload their datasets. I feel responsible for 

keeping their data safe.

 Third parties: Misuse of data happens all the time. We need to be able to 

examine usage records and other information to make sure we are doing it 

right.

Platform auditors are part of the team that develops and manages the platform; 

they already have access to all necessary information. Doctors are not direct 

contributor and owner of the data, so the priority of this type of stakeholder is also 

lower. (Fig. 5.8)

Fig.  5.8: User priority

The two most important stakeholders are data donator and third parties. The 

major reason researcher is not included here is that data trustee for sleep data

platform has already cover the requirements for querying and displaying usage 

records generated by themselves, and checking integrity proof of their usage 

records can be achieved through the website prepared for the third parties.
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Fig.  5.9: Persona of donator

Fig.  5.10: Persona of researcher

5.5 Classification of requirements

In the following sub-sections, we will describe user stories in non-technical natural 

language. By creating the user stories (according to definition by Sommerville [77]), 

we are putting stakeholders at the center and providing context about how they 
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might want to interact with the system. At the same time, we use a MoSCoW 

technique [68] to prioritize the user stories of each stakeholder based on the 

following criteria:

 “Must Have” (M): defines the requirements that must be included.

 “Should Have” (S): high priority requirement should be included if possible.

 “Could Have” (C): desirable or nice to have requirements, could be included 

without incurring too much effort or cost.

 “Won’t Have This Time” (W): requirements that could be meaningful in the 

future but not urgent at all.

5.5.1 Data donator

Data donators are the direct owner of the contributed data. They have the right to 

actively contribute their data; to express their preferences of sharing; to examine 

how their data is being used; and also decline data request. 

 M1: As a data donator, I want to look up the detailed information of datasets I 

have published to the platform, so that I know exactly what I am contributing.

 M2: As a data donator, I want to review my consent settings of datasets, so 

that I know who I am contributing to.

 M3: As a data donator, I want to browse usage records of my datasets, so that 

I know who have used my data in what kind of ways.

 S1: As a data donator, I need easy-to-understand explainations about what my 

data has went through, so I can understand how the platform processes my 

data.

 S2: As a data donator, I want to browse the detailed information of the 

organization that researcher belongs, so that I know who benefits from my data.
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 S3: As a data donator, I want to browse all the history usage records of the 

organization that researcher belongs, so that I know the overall research target 

of the organization.

 C1: As a data donator, I want to adjust my consent settings, so that I can 

express my preferences for sharing data.

 C2: As a data donator, I want to upload and publish my datasets, so that I can

actively contribute my data.

 C3: As a data donator, I want to get reward from the researchers, so that I can 

be motivated to do contribution.

 C4: As a data donator, I want to allow doctors to manage my consent settings, 

so that I do not have to learn to manage the data.

 W1: As a data donator, I want to get notified when non-compliant use happens, 

so that I respond to it quickly.

 W2: As a data donator, I want report potential violation to the platform when I 

see suspicious activities.

5.5.2 Researcher (data user)

Researchers are direct users of the data. They use the data to do big data 

analysis or train machine-learning models with a target of making progress in the 

area of sleep research.

 M4: As a researcher, I want to look up my own usage records, so that I know 

my recorded activities on the platform.

 S4: As a researcher, I want to be able to check the integrity proof of usage 

records, so that I can defend myself when being reported as violating 

regulations.
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 C5: As a researcher, I want to be able to answer auditing questions from the 

third parties or the donators, so that I can avoid misunderstanding and legal 

dispute.

 C6: As a researcher, I want to publicize the algorithms used to analyse the 

data and results of data analysis, so that my research activities are more open 

and helpful to the public.

5.5.3 Doctor

Since current the datasets are generated from sleep monitoring devices in the 

clinics or lab, doctors are involved as well. Doctors form the clinic or professionals 

from the sleep laboratory help data donators to upload the datasets to the platform. 

 M5: As a doctor, I want to look up the datasets I have helped with uploading, 

so that I can answer queries about the contribution from donators.

 C7: As a doctor, I want to adjust the consent settings of datasets on behalf of 

donators when I am authorized by donators to do so.

5.5.4 Platform auditor

Different from third party auditors, platform auditors are a group of internal 

auditors. They bear the largest responsibility of making sure the transparency of 

the platform and preventing violations within the platform. Data breaches or 

violations can ruin the platform's reputation and bring higher audting pressure 

from third parties. Only if donators’ data is well protected, the platform may enter a 

benign cycle of growth in the long run. 

 M6: As a platform auditor, I want to browse all usage records generated within 

the platform, so that I can audit researchers’ activities.

 M7: As a platform auditor, I want to look up detail information of a specific 

usage record, so that I can investigate context information of the research 

project.
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 M8: As a platform auditor, I want to be able to check integrity proof of usage 

records, so that I can be sure whether a researcher violated donators’ consent.

 S5: As a platform auditor, I want to analyse the statistics of data usage events, 

so that I can have an overview of activities within the platform.

 C8: As a platform auditor, I want to receive violation reports from the third 

parties or donators, so that I can uncover non-compliant data use and stop 

further violations immediately.

5.5.5 Third parties

Requirements from this group of stakeholders are mostly about auditing. Although 

expressions of “M9 ~ M11” are the same as “M6 ~ M8”, they should be listed as 

different requirements from the perspective feature implementation. “C9” is related 

to reproducibility of research result. 

 M9: As a third party auditor, I want to browse all usage records generated 

within the platform, so that I can audit researchers’ activities.

 M10: As a third party auditor, I want to look up detail information of a specific 

usage record, so that I can investigate context information of the research 

project.

 M11: As a third party auditor, I want to be able to check integrity proof of usage 

records, so that I can be sure whether a researcher violated donators’ consent.

 S6: As a third party auditor, I want to report violation events to the platform and 

data donators, so that further violations could be stopped in time.

 C9: As a third party auditor, I want to be able to follow up steps taken by a 

research project, so that I can reproduce the research result and validate 

researcher’s publications.

5.6 Requirements selection
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Together with considerations from “5.4 Personas”, we will first focus on fulfilling 

the high-priority requirements from the two most important stakeholders: data 

donator and third party auditor. 

Donators’ 

requirements

Information 

display

Data 

management

Data consent 

managent

Feedback 

mechanism

Event 

notification

Requirement 

coding

M1, M2, M3, 

S1, S2, S3

C2 C1, C4 C3 W1

Table  5.1: Dividing donators’ requirements into groups.

Third party auditors’ 

requirements

Information 

display

Auditing Research 

community

Event reporting

Requirement coding M9, M10 M11 C9 S6

Table  5.2: Dividing third party auditors’ requirements into groups.

In Table 5.1 and 5.2, we grouped their requirements into sub-categories. Our UI 

prototype in an early stage will first solve “information display” requirements first. 

And also implement “data management” and “data consent management” for 

donators. “Auditing” is a core requirement for auditors, so we will also cover this 

one. “Feedback mechanism” and “Research community” are less connected to our 

transparency topic, so they will be partially supported. “Event notification” and 

“Event reporting” could be implemented in later iterations.

5.7 UI prototype

We used Figma to design interactive UI prototype and implemented requirements 

from previous section. In this section we will review some key pages taken from 

the UI prototype and discuss how we have realized the requirements with the 

functions and information presented by UI.

The list of screenshots:
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 Fig. 5.13 (donator’s app): In this screenshot, menu “My dataset” is selected, 

donators can browse dataset information here. This screenshot is related with 

requirement M1,

 Fig. 5.14 (donator’s app): In this screenshot, menu “Consent management” 

is selected, donators can manage data consent here. This screenshot is 

related with requirement M2,

 Fig. 5.15 (donator’s app): In this screenshot, menu “Usage records > by 

dataset” is selected, donators can browse usage records of selected dataset 

here. This screenshot is related with requirement M3,

 Fig. 5.16 (donator’s app): In this screenshot, menu “Usage records > project 

list” is selected, donators can browse usage records of with filter options here. 

This screenshot is also related with requirement M3,

 Fig. 5.17 (donator’s app): In this screenshot, menu “About Souvemed” is 

selected, donators can see illustration of platform mechanism here. This 

screenshot is related with requirement S1,

 Fig. 5.18 (third party auditor’s app): In this screenshot, menu “Project list” is 

selected, auditors can browse usage records here. This screenshot is related 

with requirement M9,

 Fig. 5.19 (third party auditor’s app): In this screenshot, menu “How to audit” 

is selected, auditors can see auditing method here. This screenshot is related 

with requirement M11,

 Fig. 5.20 (third party auditor’s app): In this screenshot, detail information of 

a usage record is displayed. Auditors can see what kind of data is used in the 

project and detailed experiment setting here. This screenshot is related with 

requirement M10,
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 Fig. 5.21 (third party auditor’s app): In this screenshot shows the detail page 

of a usage record. Auditors can check integrity proof of usage record here. 

This screenshot is related with requirement M11.

5.7.1 Overall structure

All the UI pages for data donators follows similar page structure. A header on the 

top, menu bar on the left side, the space left belongs to main content. Often, the 

main content is further divided into two columns. The left column may used for 

secondary navigation or holding filter options. (Fig. 5.11)

Fig.  5.11: Three-column layout (donator’s app)

Fig.  5.12: Simpler layout (third party auditor’s app)
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The layout of third party auditor’s app (Fig. 5.12) is a bit more simpler than data 

donator’s. Since currently we only prepared limited features, so the menus are 

merged into the header area, and vast majority of page space is contributed to 

main content for ease of use.

5.7.2 Donator’s app

The donator can see all datasets he uploaded to the platform. What data each 

dataset includes is displayed here. (Fig. 5.13)

Fig.  5.13: Browsing a list of datasets and detail information of the selecteddataset

(donator’s app)

Donator can publish their datasets and set their preference of data sharing. Public 

research project, or private project; whether the research result will be shared with 

the donator or not are some possible setting options. Donator can always review 

and change settings in this page. (Fig. 5.14)
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Fig.  5.14: Managing the preference setting for the dataset (donator’s app)

There are two browsing modes. Donator can browse usage records by dataset or 

search through the projects if they want to find out some particular information. 

The project list mode provides convenient filtering options, but requires the user to 

be more proficient at using the app. 

Why certain dataset is used in a research project is also explained with 

“preference setting” and “data requirements” information in the detail page. If the 

researcher promised to share search results, it will also be display here. This is a 

way donators get rewarded for their contributions.
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Fig.  5.15: Browsing usage records by dataset (donator’s app)

Fig.  5.16: Filtering usage records with abundant filter options (donator’s app)
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Donators can grasp how data trustee for sleep data handles their data through 

easy-to-understand illustrations and explanations written in plain language. We

avoided using technical terms and exhaustive writing, instead we used flash cards 

to hold bite-sized information. In each flash card, there is title, a short description 

of the card and vivid graphic drawing. (Fig. 5.17)

Fig.  5.17: Easy-to-understand illustrations (donator’s app)
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5.7.3 Third party auditor’s app

The features of this page (Fig. 5.18) is quite similar to “project list” mode of 

donator’s app (Fig. 5.16). Third party auditors can quickly find a usage record they 

hope to look in detail with convenient filter options on the left.

Fig.  5.18: Browse all project usage records (third party auditor’s app)

This is a succinct guide about how to use this system to audit usage records (Fig. 

5.19). The underlying mechanism of how the Blockchain helps to protect integrity 

of usage records will be explained with more details in the “6 Implementation” 

chapter.
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Fig.  5.19: Explanation about checking integrity of usage records (third party auditor’s app)

The detail page of a usage record (Fig. 5.20) includes data requirements of this 

project, and also the experiment setting. Third party auditors can know what kind 

of data the platform has prepared for this project. Researchers from sleep 

research community can try to reproduce the research result with the algorithm file, 

project goals, and research notes here.
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Fig.  5.20: Detail page of one usage record (third party auditor’s app)

If clicking “inspect and verify” in the bottom of screenshot Fig. 5.20, the page 

jumps to Fig. 5.21. Here auditors can verify whether the core information of a 

usage record is authentic.
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Fig.  5.21: Checking integrity of usage records with the help of Blockchain (third party 

auditor’s app)
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6 IMPLEMENTATION

In this chapter, we will introduce underlying system architecture of the mockup 

system, different technologies we used to build the system, how different system 

components work with each other. We will also highlight the design of smart 

contract and explains why it is the backbone of our logging system. 

6.1 System architecture

With the three research questions bear in mind, we designed a three-layer system 

architecture: the frontend layer, the backend layer and the Blockchain layer. The 

frontend layer is implemented with web technology. It is responsible for displaying 

information and offering interactivity to users. The backend is responsible for 

handling data usage events on the one the hand, retrieving data usage 

information and integrity proof on the other hand. The Blockchain is responsible 

for storing and checking integrity proof of log information.

6.1.1 Frontend layer

Fig.  6.1: Dedicated client apps for different stakeholders.
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As previous chapter “5 Concept design” has discussed, each type of stakeholder 

has their own specific sets of requirement. The information they hope to see, 

features they need to use, habits of using application are different from other 

stakeholders. To convey the information effectively, we prepare dedicated client 

apps for each of them (Fig. 6.1).

The angle of each client app is different. Client app for donators focuses on 

visualizing usage records and other important log information with user-friendly 

interfaces. Client app for auditors focuses on offering tools facilitate auditing.

6.1.2 Backend layer

Fig.  6.2: Handling new log events and log retrieval request.

The backend receives log events on the one hand, and responds to log view 

request on the other hand. In addition, it stores core information into the database 

and immutablize the integrity proof of core information with Blockchain (Fig. 6.2). 

Whenever the system needs to notarize a new usage record or verify the integrity 

of usage record, the backend will interact with Blockchain.



Page 78

6.1.3 Blockchain layer

Fig.  6.3: Smart contract hosted in the Blockchain.

We have deployed a smart contract in Ethereum Blockchain. The smart contract 

exposes two important API to the backend layer (Fig. 6.4). The blockchain layer 

collaborates with database in the backend layer to make sure the integrity and 

authenticity of usage records.

6.2 Data storage

6.2.1 Design of database

Since this is only a mockup system, we only created one table in the database

(Fig. 6.3). This table will store all related information about the usage records, 

each table record equals to a log item. The Log table in the database is comprised 

of five parts:

 Meta data: this includes meta information of the table record, e.g., uinique id 

of the record (id), creation time of the record (createdAt), update time of the 

record (updatedAt),
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 Project information: this includes various information about the research 

project, e.g., type of the project (projectType), title of the project 

(projectTitle), acronym of the project (pojectAcronym), and URL of the 

project information page (projectURL). Possible data categories are 

questionnaire data, polysomnography data and hyponogram data,

 Experiment information: this includes various information about the 

experiment, e.g., execution time point of the experiment (timestamp), 

hardware or software resources used to run the experiment (virtualResource), 

algorithm code used to process data (code), file path of the algorithm 

(filePath), hash value of the algorithm file (fileHash), and different data 

categories used in this experiment (dataCategory). To accomplish a research 

project, the researcher may run different experiments multiple times,

 Core information: there is a field called “hashInput” in the table, this field 

summarizes all important fields of each experiment into a JSON object. More 

details about core information in the next section “6.2 Immutable core 
information”,

 Transaction hash: every transaction of smart contract will generate a unique 

transaction hash. This transaction hash (transactionHash) is also recorded 

for later use.



Page 80

Fig.  6.4: Design of the log table (defined with Prisma’s schema language)

6.2.2 Core information

This fragment of JSON code (Fig. 6.4) is the core information that will be notarized 

by the Blockchain. It includes detailed context information of a usage record:

 Who: the organization behind researcher,

 When: the time when usage event (e.g., execution time of the experiment) 

happened,

 What: the specific ways researchers took to process the data,

 Why: the objectives of research project, data requirements and usage policy 

researchers signed before getting access to data.

Fig.  6.5: Data structure of core information

The core information is generated according to the context when researchers run 

the data analysis experiment. Our smart contract notarizes the core information

and generates the integrity proof (e.g. a hash value stored in the blockchain) of 

each log item. (Fig. 6.5)
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Fig.  6.6: The generation processes of integrity proof.

6.3 Smart contract

The two exposed functions available for external systems to call are “notarize” and 

“verify”, other functions inside the smart contract are utility functions used by these 

two functions.

6.3.1 Notarize

Notarize function receives the input string and transform the input string into a 

hash value. The result hash value will be recorded in the “proofs” array.

Only the contract deployer can call the “ notarize ” function. This prevents 

unwanted fake log to be created. To be recognized as deployer the function, caller 

need to have the private key of the wallet used to deployed the contract. After 

creating the log, the function will also emit an event in the Ethereum Blockchain. 

The event information could be accesed through Etherscan [71].

6.3.2 Verify

Anybody can use the “verify” function. It checks whether a log item has been 

notarized. The input string (e.g., core information) will be turned into hash string 

first, then compared with the hash values in the proofs array. The function returns 

false if the hash value is not found in the array.

Fig.  6.7: Compare the hash value
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6.3.3 Source code

The code of smart contract (Fig. 6.8) is publicly available; anyone could look up 

the information with the following smart contract address in Etherscan website [71]:

0x0Dee0f40573ec25E5Db34BAAF507e24C3EDa49fe

The development of smart contract is separated from development of our 

application. After we tested the smart contract in the local environment using 

Hardhat, we have deployed it to the Goerli test net of Ethereum Blockchain. After 

the deployment, the smart contract will be transformed into Application Binary 

Interface (ABI). The ABI file is necessary for calling API of the smart contract. It is 

put under our project folder.
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Fig.  6.8: Smart contract code

6.4 File structure of the system

The complete list of files in our code project is quite long; we will divide the list into 

three parts and introduce them one by one.
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6.4.1 Part 1

Fig.  6.9: Part 1 of the file list

As we used Prisma as ORM to connect to Postgres database, so there is a 

“prisma” folder holding schama information. The definition of “Log” table exists in 

here.

The “.env” file stores credentials like database URL, password we used to 

connect to the database. In addition, we keep private key of wallet (used to deploy 

smart contract) and Alchemy API keys in this file.

Other than these two files are mostly configuration files automatically generated 

by Next.js, the framework we used for making full stack application development 

easier. (Fig. 6.9)



Page 85

6.4.2 Part 2

Fig.  6.10: Part 2 of the file list

In this part, there are two important folders: reusable components in the 

“components” folder and utility functions in the “lib” folder (Fig. 6.10). Component 

is a concept used in React to refer reusable user interface parts. The 

“codeEditor.js” beautifies display of code, the “layout.js” stipulates overall page 

layout of our mockup system. Each of “mock-data.js, project-list.js, statistic.js, 
verification-too.js” correspond to tab panel in the mockup system.

The “LogProof.json” in the “lib” folder is the ABI file used as an intermediary to 

interact with smart contract. “getHash.js” receive a string and output a hash value 

generated with Keccack256 hash method. The two files “mockDataFiller.js, 
pythonCodeSamples.js” are used for generating mock data of experiments. 

“prisma.js” is used to get the prisma client. We need this client before doing any 

operations to the database.
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6.4.3 Part 3

Fig.  6.11: Part 3 of the file list

In this part, there are several sub-folders under the “pages” folder (Fig. 6.11). The 

“api” folder is comprised of three publicly available APIs. The “add.js” is used for 

adding log item to the database. Database credentials are required to call this API. 

The “notarize.js” can notarize a log item by calling the “notarize” function of smart 

contract. The private key of contract deployer is required to call this API. The 

“verify.js” can verify whether the core information has been notarized. Everyone 

can call this API without restriction as long as he pays gas fee. Gas fee of 

verification happens within our system is paid by the platform developer.

The “code, experiment, project” sub-folders correspond to pages display 

information of code, experiment and project. The “index.js” page is the entry file 

of entire system.

6.5 Features of the mockup system



Page 87

In this section, we will go through the key components of the mockup system. First, 

main tab panels: Project list, Mock data, Verification tool. Then the detail pages: 

Project detail, Experiment detail, Code detail.

This mockup system is developed to serve only as a proof of concept (POC); it is 

not integrated with the production environment of data trustee for sleep research 

yet. For this reason, we have implemented some features that should belong to 

the data trustee platform. These extra features complement the logging features 

as a whole, and make it easier to observe how the logging features work.

6.5.1 Project list

Fig.  6.12: Project list (screenshot of mockup system)

The project list displays all the research projects on the platform. Each project has 

its project detail page and experiment detail page. These pages can be reached 

with button in the list. (Fig. 6.12)
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6.5.2 Mock data

In the left column of “Mock data” panel is the project setting and algorithm will be 

used to process the data. In the right column is the corresponding log item and 

core information generated from the log. When submitted, the core information will 

be sent to Blockchain to be notarized. (Fig. 6.13)

Fig.  6.13: Generating usage record (screenshot of mockup system)
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6.5.3 Verification tool

Fig.  6.14: Verification tool (screenshot of mockup system)

Whenever we want to check whether a piece of core information is authentic, we 

can use the verification tool here (Fig. 6.14). The system will send the information 

to the Blockchain and call the “verify” function of our smart contract. The hash 

value of this core information must match with the hash value of previously 

notarized core information. The hash method here is Keccak256, this is also used 

in smart contract. Any other online hash tools generates the same hash value as 

long as they use the same core information and hash method.
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6.5.4 Project detail

Fig.  6.15: Verify a specific project (screenshot of mockup system)

The project detail page shows all information about the research project. In 

addition, the core information of this project and hash value of this core 

information are displayed on the right column. (Fig. 6.15) We can verify whether 

the core information has been notarized to check its authenticity.
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6.5.5 Experiment detail

Fig.  6.16: Look up details of an experiment (screenshot of mockup system)

In the left column is the detail information of experiment setting. In the right 

column is the algorithm code preview, file path to the code and also hash value of 

the algorithm file. The hash value is stored in the database. It is used to prove the 

algorithm code has not change since it is first stored in the database.



Page 92

6.5.6 Code file

Fig.  6.17: Details of algorithm code used to process data (screenshot of mockup system)

This page displays algorithm code used by researcher to process sleep data in the 

experiment. (Fig. 6.17)

6.6 Call graph
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Fig.  6.18: Call graph of the entire system.
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As the entry point, “index.js” loads all tab panels at once: statistic, project list, 

mock data, verification tool. It also loads Prisma client for later use. In the 

“verification tool” panel, users can paste the core information they hope to verify 

with the “verify” API.

The most complex one is “mock data” panel. After manually or automatically filling 

the project information and experiment setting, all the information will be stored 

into the database with “add” API. At the same time, the context information will be 

transformed into more succinct core information. The core information is then sent 

to the Blockchain to be notarized.

6.7 Technology stack

We used React.js to build responsive UI. Tremor is a out-of-the-box react 

component library, and TailwindCSS is the CSS utility library. Both of them make 

frontend UI development faster and more maintainable.

Next.js is a fullstack framwork that works well with React. We used Prisma as the 

Object Relational Mapping (ORM) manager to connect to the Postgres database. 

Ethers is a node module, it hleps us to interact with the deployed smart contract.

Solidity is a programming language for building smart contract of Ethereum 

Blockchain.

Fig.  6.19: Technology stack
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7 EVALUATION AND DISCUSSION

In this chapter, we will show how we designed the survey used to evaluate the UI 

prototype, and then we will show the analysis of recycled survey results, at last we 

will discuss the degree of fulfillment of requirements from “5 Concept design” in

the next section.

7.1 Design of survey

The survey is comprised of four parts (see Appendix: Survey questions): 

1. General information: the first part asks about general information (e.g., age, 

gender and proficiency in using software) of participants,

2. Tasks to be solved: the second part have designed four group of tasks for 

the participants to solve,

3. Transparency score: asking participants to give a transparency score based 

on their experience with the UI prototype during completing the survey,

4. Questions from SUS [72]: the ten questions are directly taken from “system 

usability scale”. A final score will be calculated to measure the usability of the 

prototype.

The four groups of tasks can be organized as such (Table 7.1):

Task index Question index Menu of the prototype Tested 
requirements

Task 1 Q1 About SouveMed S1

Q2 My dataset M1
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Task 2 Q3 Consent management M2, C1, C2

Task 3 Q4 Usage records > By dataset M3

Task 4 Q5 Usage records > Project list M3

Q6 Usage records > Project list M3
Table  7.1: Four groups of tasks and the tested requirements.

7.2 Analysis of survey results

We distributed the survey through mailing list of FZI, social media, and also asked 

friends who are interested in privacy protection topic to join in the survey. The 

starting date of distribution was 2023.06.21, after about one week, we have 

successfully collected 32 participants’ feedbacks. 

7.2.1 General information of participants

Half of the participants are male; nearly half of them are female (Fig. 7.1).

Fig.  7.1: Gender distribution of participants.

About 80% of participants are older than 18 and younger than 39. About 20% of 

them are older than 40 (Fig. 7.2).
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Fig.  7.2: Age distribution of participants.

About 30% of participants are of high proficiency of using software technology. 

About 40% of them are of medium level proficiency. Less than 20% of them have 

only limited proficiency. (Fig. 7.3)

Fig.  7.3: Software proficiency distribution of participants.

As this questionnaire is designed to evaluate UI prototype of client app for 

donators. The evaluation result could be more relevant if the participants’ average 

age is a little bit larger and proficiency of using software technology a little bit 

lower than current participants.
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7.2.2 Usability score

John Brooke published system Usability Scale (SUS) in 1986. It is one of the most 

well-known and established methods for testing usability [72]. It is a standardized

questionnaire for measuring the usability of software product perceived by the 

user. The survey consists of ten statements using a Likert scale.

Fig.  7.4: Results of SUS scores.

Scores higher than 75 are labelled as good feedback. More than 70% of 

participant gave scores higher than 75. (Fig. 7.4)
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Fig.  7.5: Tested menus of UI prototype (donator’s app).

Fig.  7.6: Final score of usability according to SUS’s algorithm.

According to official standard of SUS, an average score higher than 72 is 

considered to be accepTable In our case, we get a score of 77.1. It means under 

the SUS evaluation framework, there is no evident usability issues might hamper 

participants experience when testing the prototype.

7.2.3 Success rate of each task

We have designed four group of tasks. In each task, the participants are given a 

short guidance text, then a set of single choice or multiple-choice questions to 

answer (Fig. 7.7). The questions are designed in such way that it is impossible to 

guess the right answer without clicking through the interactive UI prototype. Since 

the entire process of survey takes online, it is not possible to observe how 

participants fill out the survey. But the options of each task question are closely 

related to the UI prototype, participants have to precisely avoid incorrect options 

and choose the right ones then their answer to the question will be labeled as 

“correct”.
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Fig.  7.7: Example of a task in the questionnaire

7.2.3.1 TASK 1

This task is designed to evaluate whether donators can understand how the 

platform processes their data. 81.2% of participants have submitted right answers 

to all questions in this task.

7.2.3.2 TASK 2

This task is designed to evaluate whether donators know how to review and adjust 

their consent according to their own preferences. 84.3% of participants have 

submitted right answers in this task.

7.2.3.3 TASK 3

Both of task 3 and task 4 are designed to evaluate functions under “Usage 

records” menu. Task 3 focus on testing whether donators can understand the 

connection between usage record and dataset. In addition, it has tested whether 

donators understand information displayed in the detailed page of usage record. 

82.2% of participants have submitted right answers in this task.
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7.2.3.4 TASK 4

Task 4 focus on usage records displayed in a “project list” mode of view. It has 

tested whether donators can quickly locate a usage record with filter options.

82.2% of participants have submitted right answers to all questions in this task.

7.2.4 Transparency score

From a scale one to ten, this question asks participants for transparency score 

based on their experience with the UI prototype. A score of “one” represents “Lots 

of information are still missing”, a score of “ten” represents “I know exactly what’s 

going on with my data” (Fig. 7.8).

Fig.  7.8: Likert scale of transparency score

More than 80% of participants gave a score of 9 or 10. The average score of 32 

participants is 9.37.

7.3 Degree of fulfillment of the requirements

In this section, we will review how much the requirements of donator and third 

party auditor are fulfilled according to the evaluation results (Table 7.2).

Code Status Stakeholder Discussion

M1 fulfilled Donator Donators can browse a list of their datasets and also 

look into details of each dataset. This requirement is 

also tested in the survey, over 80% of participants 
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have selected the right answer (Q2).

M2 fulfilled Donator Donators can see their current preference setting for 

each dataset. This requirement is also tested in the 

survey, over 80% of participants have selected the 

right answer (Q3).

M3 fulfilled Donator Donators can browse usage records connected to 

their datasets in two different view modes. This 

requirement is also tested in the survey, over 80% of 

participants have selected the right answer (Q4, Q5, 

Q6).

S1 fulfilled Donator Donators can understand the basic operating 

mechanism of the platform with the help of flash card 

illustrations. This requirement is also tested in the 

survey, over 80% of participants have selected the 

right answer (Q1).

S2 N/A Donator Not tested in the survey.

S3 N/A Donator Not tested in the survey.

C1 N/A Donator Not tested in the survey.

C2 N/A Donator Not tested in the survey.

C3 N/A Donator Not tested in the survey.

M9 fulfilled Third party auditor Third parties auditors can browse all usage records 

generated within the platform. This requirement has 

some similarities with M3, the survey result of M3 can 

partially prove the effectiveness of our solution to this 

requirement.

M10 fulfilled Third party auditor Third parties auditors can browse all usage records 

generated within the platform. This requirement has 

some similarities with M3, the survey result of M3 can 

partially prove the effectiveness of our solution to this 

requirement.

M11 N/A Third party auditor Not tested in the survey.
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C9 N/A Third party auditor Given the project objective, experiment setting and 

algorithm information, it is possible to replicate the 

procedures and reproduce the results. This 

requirement is not tested in the survey.

Table  7.2: How much donators and third party auditors’ requirements are fulfilled.

Other requirements not listed in Table 7.2 are no implemented in the concept 

design phase. Those implemented requirements but not evaluated with survey are 

makred with the status of “N/A” (not available).
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8 CONCLUSION AND OUTLOOK

In this chapter we will review how well our research questions from the beginning 

is met. And also discuss some weak points could be augmented in the future.

8.1 Review of the research questions

In this section, we will review our research questions and discuss how much we 

have fulfil these questions with our solutions and research findings.

RQ1. How to ensure that audit logs are authentic and accurately reflect to the data 

processing events  that happens within the platform?

Discussion: We have built the mockup logging system based on Ethereum 

Blockchain. All the context information is kept in safe place and notarized by the 

smart contract. Any modifications to the log data will be discovered. In this way we 

make sure audit logs are authentic and honestly reflects to data processing events.

RQ2. What exactly are the stakeholders’ requirements for transparency, and what 

kind of information should be extracted from events happened within the platform?

Discussion: First we applies persona technique to grasp the overall image of the 

stakeholders. Then we listed all the stakeholders connected to the platform, and 

requirements of each type of stakeholder. At last, all requirements are further 

classfied according to priority and relevance to our transparency topic.

RQ3. In which way the disclosure of the information is most effective, so that 

stakeholders can easily access and consume the log information?

Discussion: We have built the UI prototype for the two most important 

stakeholders: donator and third party auditors. The UI prototype is designed to be 

user-friendly so that log information is easy to explore and understand. The
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effectiveness is evaluated with several sets of tasks and the results proved to be 

excellent.

8.2 Expensive transaction cost

Every time we notarize a log item with the smart contract, there will be a cost. The 

cost of executing smart contract varies depends on the complexity the smart 

contract and current gas fee [73].  In our case, notarizing a usage record costs 

about €1 ~ €2.5 (fluctuates depending on the real time price of gas fee). If the 

platform generates many usage records, the cost will increase proportionately.

A Layer 2 Blockchain like Polygon is much cheaper than Ethereum Blockchain. If 

the usage records have reached more than twenty per day, the platform should 

start to consider combining Layer 2 Blockchain and Ethereum Blockchain together. 

The Layer 2 Blockchain could first notarize every usage record, and then the 

logging system aggregates a small batch of log integrity proofs periodically, at last 

write the aggregated proof into Ethereum Blockchain. (Fig. 8.1)

Fig.  8.1: Adding a Layer 2 Blockchain in between

Layer 2 Blockchains are faster because they use a different approach to reach 

consensus. This also make them more vulnerable than Ethereum Blockchain. As 

long as we still frequently store integrity proof to Ethereum Blockchain, security 

issues can be minimized.
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8.3 Technical improvements

There are some technical shortcomings exist in our logging system. It could be 

enhanced with more robust technology solutions. Here we will list three major 

problems and present the potential solutions to solve them.

8.3.1 Partial proof

In this thesis, we focus on the log event of consuming data. We should not 

overlook other important events:

 Gathering data consent: the intrinsic nature of data trustee platform is to 

gather data consents from individual donators then redistribute those consents 

to data users. Recording the data consent set by donator is important.

 Signing usage policy: data users have to sign the usage policy before getting 

access to data. The usage policy regulates the data usage behaviours. The 

action of signing means data users are committed to follow the rules. 

Recording the signing event is helpful for resolving potential disputes.

 Building data pipeline: only after the platform has built the data pipeline 

according to data users’ requirements and data donators’ preferences, data 

users can start using data. This is the last step before data usage event 

happens. It is important to record the steps platform took to prepare the data.
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Fig.  8.2: All scenarios that should be secured

8.3.2 Insider attack

Considering the transaction cost, we only store the hash value of core information

to the Blockchain. Database in the backend is essential for the logging system to 

recreate the scene. Imagine if a platform manager has the access to manipulate 

database, the context information of data usage records will be lost.

Fig.  8.3: Adding Arweave as backup storage

To solve this problem, we can rely on Arweave as a third storage location. 

Arweave is a decentralized network that promised to store files for 200 years [75]. 

It is a paid service, currently $10/GB. 

Fig.  8.4: Rebuild the database after-the-event

In case the database is corrupted, it is always possible to rebuild the database 

from zero and also able to check validity of log items with the help of Blockchain
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APPENDIX

Software used

Figma

Figma is a powerful design tool used by a lot of UI/UX designers. It supports 

online collaboration, vector editing, interactive prototyping. What’s more, it can be 

further enhanced by an abundant source of plugins from the design community.

Google Form

Google Form is free online survey management tool. It not only facilitates survey 

creation, distribution but also display analysis result graphically. A google account 

is needed before a participant filling the survey; this greatly prevents duplication of 

participation and makes sure the recycled feedbacks are authentic.

Developer tools used

The following software was used during this thesis project.

Hardhat

Hardhat is a development environment that helps developers in testing, compiling, 

deploying, and debugging dApps on the Ethereum blockchain. It comes built-in 

with Hardhat Network, a local Ethereum network designed for development. This 

greatly improves developer experience when implementing smart contract.
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Alchemy

Alchemy is a web3 development platform. We generated an API key from 

alchemy and used alchemy’s “provider” feature to make interacting with Ethereum 

Blockchain much easier.

Survey questions

The following is the content of the survey. We used this survey to test the UI 

prototype and gathered 32 responses from participants.

About this survey

Hello,

My name is Buwei Liao, I study information system engineering and management 

at Karlsruhe Institute of Technology. I'm currently writing a master thesis about 

"Transparency of data processing within data trustee platform of sleep research" 

at FZI (Research Center for Information Technology).

For this purpose I created a web application (prototype), and hope to gather real 

feedbacks with the help from you. 

Note: The prototype is designed for web, so it makes sense if you test them on a 

relatively larger screen, a normal size laptop should be enough.

There are 4 parts and 21 questions in total included in this survey.

1. The first part contains general information about yourself.

2. The second part you will test the clickable prototype and solve some tasks.
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3. The third part contains 10 questions about usability of the data trustee 

plattform.

4. At last, you'll leave a short comment about the system.

This survey might take you about 20 minutes to complete, and the questions are 

in English.

All collected data will only be used in pseudonymized form for my master thesis.

Part 1: General information

How old are you?

Do you use websites or mobile apps on a daily base, and are familiar with using 

software?
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Part 2: Let's solve some tasks!

Scenario introduction: SouveMed is a data trustee platform that helps sleep 

researchers to get access to data on the one hand, and enables the Individual 

data donators and sleep research labs to contribute their data through our 

platform on the other hand. The main idea of SouveMed is to honor your personal 

data sovereignty and help you take control of your own data.

Now, please assume you are a data donator called Patrick Hubner. You have 

already uploaded several datasets to the platform.

You can solve the tasks one by one. Here are the suggested setps to solve each 

task:

1. Read the task description

2. Go ahead to the prototype

3. Jump back here to answer question

4. Then repeat until you finish all four tasks

The prototype is composed of some mock-up pages, so some features might not 

work perfectly. If you find some problem, please jump back and follow the task 

descriptions.

Task 1

To start with, please click on the "About SouveMed" menu. In this menu, we try to 

explain how SouveMed protects your data privacy with some nice illustrations.

Next, click on the "My dataset" menu, you can see what kind of information is 

included in a dataset SouveMed platform.
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Q1: Which one is the possible action for researchers on SouveMed?

Q2: What kind of information are included in a dataset? (multiple choice)

Task 2

Try to change the setting of your datasets in the "Consent management" menu 

according to your own preference.

Q3: What are the available setting options for you to use? (multiple choice)
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Task 3

Q4: All the usage events that relate to your data are recorded by the platform, you 

can browse them in the "Usage records" menu.

There are two browsing mode, try "By dataset" menu first

How many projects have used your "Dataset SM-007N95"?

Task 4

Click on the "project list" menu. Use the filter options in the middle column to find 

a project called "Tracker3". Click that project and see the details of it.

Note: "Tracker3" is a public project and uses your "Dataset SM-3012K90".

Q5: Why your "Dataset SM-3012K90" is being used by "Tracker3"? (multiple 

choice)
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Q6: What is the organization behind the "Tracker3" project?

Transparency score

How transparent do you think SouveMed platform is?

Part 3: SUS usability test

We have applied the original ten questions in our survey (see [13] for detailed 

questions).
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